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From field to firewall: Why cybersecurity is the new
frontier for agricultural businesses

Agricultural businesses

have increasingly adopted
technology across their
operations — from precision
farming tools and automated
machinery to artificial
intelligence-driven (Al-driven)
analytics and loT-enabled
sensors — to monitor soil
conditions, precipitation
levels, livestock health and
crop yields. While these
advancements have enhanced
productivity and enabled
data-driven decision-making,
they have simultaneously
exposed agricultural
businesses to a growing array
of cybersecurity threats.

AgriTech adoption has increased
significantly as businesses seek

to improve productivity, decrease
wastage and address labour
shortages. AgriTech and the addition
of Al machine learning can be used
to analyse data from sensors, drones
and weather stations to provide
real-time recommendations on
irrigation, fertilisation, crop rotation
and pest management, which
optimises crop yields and livestock
health. However, with this increased
reliance on technology comes a
corresponding increase in the attack
surface available to threat actors
seeking to exploit vulnerabilities in
AgriTech systems.

The more integral technology is in
day-to-day agricultural practices, the
greater the impact of a cybersecurity
incident. Common cybersecurity
risks include:

e ransomware attacks where a
threat actor encrypts a business’s
systems and demands payment
for decryption keys;

malware which damages,
disrupts or allows a threat
actor unauthorised access to
the systems;

zero-day exploits where a

threat actor takes advantage of
previously unknown vulnerabilities
in the IT systems;

distributed denial of service
attacks where the threat actor
overwhelms system capacity,
making services unavailable
to users;

phishing and business email
compromise where attackers
manipulate individuals into
divulging sensitive information;

data breaches involving
unauthorised access to, disclosure
of, or theft of sensitive or
confidential information; and

supply chain attacks where a
trusted third-party supplier or
service provider is compromised
and used to gain access to
another business’s systems.
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There are already numerous
examples of ransomware and other
cyberattacks adversely affecting
the agricultural food chain. They
have disrupted crop production,
livestock farming, meat processing,
distribution and logistics.

The consequences of a cybersecurity
incident can be severe. Ransomware
locking operators out of farm
management systems during critical
planting or harvesting periods could
result in significant crop losses. These
attacks can result in operational
downtime, environmental damage,
compromise in food safety standards,
supply chain disruptions and other
forms of financial loss. For example,
a breach of automated irrigation

or livestock monitoring systems
could lead to animal welfare
concerns or crop failure. The theft

of sensitive commercial data — such
as proprietary farming techniques

or supplier information — could
undermine a business's competitive
position. Agricultural businesses

may also face regulatory penalties,
reputational damage and litigation
arising from a failure to comply with
applicable data protection legislation.

When a cybersecurity incident
occurs, a co-ordinated ‘war-room’
response is essential to minimise
the impact and resume operations
as quickly as possible. The following
steps should be taken:

1. Prompt notification of your cyber
insurance provider.

2. Appoint external legal counsel
to guide you through the
process and ensure the steps
taken are covered by legal
professional privilege.

3. Engage cybersecurity specialists
through external legal counsel to
investigate the incident.

4. Preserve evidence and contain
the breach.

5. Consult with your reaction team,
cyber insurers, legal advisors and
cybersecurity specialists before
paying any ransom.

6. Obtain legal advice to reduce
potential liability and penalties.

7. Assess your regulatory notification
requirements.

8. Prepare internal and external
communications.
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9. Keep records of steps taken.

10.Review the incident and
improve security.

Further guidance on the steps to take
after a data breach is available here.

Agricultural businesses deploying
AgriTech must adopt a proactive
approach to managing cybersecurity
risks. Key measures to build cyber
resilience include:

e conduct regular cybersecurity risk
assessments across all deployed
technology systems;

e implement cybersecurity
awareness training for all
employees, including on phishing
and social engineering;

e establish robust access
controls, including multi-factor
authentication, for critical systems
and sensitive data;

e maintain regular, secure and
off-site backups of all critical data
and systems;

develop and regularly test a
cybersecurity incident response
plan with clearly defined roles and
escalation procedures;
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e ensure all software, firmware
and operating systems are
kept up to date with the latest
security patches;

e conduct due diligence on
third-party suppliers and
ensure appropriate contractual
cybersecurity protections are
in place;

e oObtain appropriate cyber
insurance coverage; and

¢ engage legal counsel to ensure
compliance with data protection
legislation and to establish a
framework for incident response
and regulatory notifications.

The introduction of AgriTech for
the digitisation of agricultural
processes presents both significant
opportunities and considerable
risks. While it has the potential to
revolutionise farming operations,

agricultural businesses must
recognise that the adoption of
technology without adequate
cybersecurity measures exposes
them to threats that could have
devastating operational, financial,
and legal consequences. Building
cyber resilience is not a once-off
exercise but requires ongoing
commitment, regular review, and
continuous improvement of security
measures. By implementing robust
mitigation measures, developing
comprehensive incident response
plans and fostering a culture of
cybersecurity awareness, agricultural
businesses can harness the benefits
of technology while safeguarding
their operations and data against
the ever-evolving landscape of
cyber threats.

Tayyibah Suliman and
Izabella Balkovic
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