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CIPC hack: What we 
know and how to 
mitigate the risk

The Companies and Intellectual Property 
Commission of South Africa (CIPC), which falls 
under the Department of Trade, Industry and 
Competition and is responsible for maintaining 
the country’s business and intellectual property 
registrations, released a statement regarding a 
data breach which compromised its systems on 
29 February 2024.  

The disclosure was made under section 22 of the 
Protection of Personal Information Act 4 of 2013, in terms 
of which the CIPC disclosed a security compromise and 
indicated that: 

“Unfortunately, certain personal information of 
our clients and CIPC employees was unlawfully 
accessed and exposed. CIPC clients are urged to be 
vigilant in monitoring credit card transactions and 
they must only approve or authorise known and 
valid transaction requests.”

The statement disclosed that ICT technicians were alerted 
by “extensive firewall and data protection systems” to a 
possible security compromise and immediately shut down 
certain CIPC systems to mitigate any possible damage. 
The CIPC has indicated that the compromise was isolated 
and the relevant systems are back up and available 
for processing.

The hacker group claiming credit for the CIPC attack 
allegedly contacted the technology site MyBroadband to 
let it know that the group had used an identical exploit 

three years ago to breach the same systems and claimed 
a ransom for this hack to highlight the CIPC’s systems’ 
flaws, which continue to have cybersecurity loopholes. 
The CIPC refused to respond to these allegations and has 
indicated that it will continue to engage with the applicable 
enforcement agencies. 

The CIPC has not clarified details on the extent of the 
compromise and while the full extent of the breach is 
still being investigated, the CIPC is urging its clients to be 
vigilant in monitoring their credit card transactions and to 
only approve known and valid transaction requests.

To safeguard your information, it is recommended that all 
CIPC account holders take the following steps immediately:

1.	 Change your CIPC account password, as 
updating your password can help prevent 
unauthorised access to your account.

2.	Monitor your banking transactions and keep a 
close eye on all banking transactions on cards 
that are linked to any CIPC account. If you notice 
any unauthorised transactions, contact your bank 
immediately or consider cancelling your bank 
card to prevent further unauthorised transactions.

For further clarification or advice on risk mitigation, 
please contact tayyibah.suliman@cdhlegal.com 

Tayyibah Suliman, Komeshni Patrick and 
Zachary Kokosioulis 
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Chambers Global  
2024 Results

Technology & Communications
Chambers Global 2024 ranked our 

Technology & Communications sector in:
Band 2: IT & Telecoms.   

Simone Dickson ranked by  
Chambers Global 2024 in  

Band 4: IT & Telecoms.

Shem Otanga ranked by  
Chambers Global 2024 in  

Band 2: Intellectual Property.
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BBBEE STATUS: LEVEL ONE CONTRIBUTOR

Our BBBEE verification is one of several components of our transformation strategy and we continue to seek 

ways of improving it in a meaningful manner.
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