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From the Publisher

Dear Reader,

Welcome to the first edition of the ICILG — Digital Business, published by Global Legal
Group.

This publication provides corporate counsel and international practitioners with
comprehensive jurisdiction-by-jurisdiction guidance to laws and regulations relating to
digital businesses around the world, and is also available at www.iclg.com.

The question and answer chapters, which in this edition cover 21 jurisdictions, provide
detailed answers to common questions raised by professionals dealing with digital busi-
ness laws and regulations.

The publication’s opening expert analysis chapter provides further insight into navi-
gating business digitalisation.

As always, this publication has been written by leading lawyers and industry specialists,
for whose invaluable contributions the editors and publishers are extremely grateful.

Global Legal Group would also like to extend special thanks to contributing editors
Davey Brennan and Alex Brodie of Gowling WLG for their leadership, support and
expertise in bringing this project to fruition.

Rory Smith
Group Publisher
Global Legal Group

Welcome



South Africa

Cliffe Dekker Hofmeyr

1 E-Commerce Regulations

1.1 What are the key e-commerce legal requirements
that apply to B2B e-commerce in your jurisdiction (and
which do not apply to non-e-commerce business)?

Please include any requirements to register, as well
as a summary of legal obligations specific to B2B
e-commerce.

The type of e-commerce products and services will determine
what licensing and/or authorisation is required and which legis-
lation is relevant.

The Electronic Communications and Transactions Act 25 of
2002 (“ECTA”) is the primary legislation that regulates elec-
tronic communications and electronic transactions in South
Africa. ECTA creates recognition for contracts concluded elec-
tronically and online and contains a variety of different rules
that e-commerce businesses must adhete to. Some of the
sections of ECTA apply to B2B e-commerce as well as B2C, and
others only apply to B2C e-commerce.

Businesses that provide electronic communications services
or electronic communication network services are required to
obtain alicence from the Independent Communications of South
Africa (“ICASA”) in terms of the Electronic Communications
Act 36 of 2005, unless they are exempted.

Radio frequency licences and type approval of electronic
communications equipment and facilities also require ICASA’s
approval.

1.2 What are the key e-commerce legal requirements
that apply to B2C e-commerce in your jurisdiction (and
which do not apply to non-e-commerce business)?

Please include any requirements to register, as well
as a summary of legal obligations specific to B2C
e-commerce.

In addition to obtaining the licences and approvals mentioned
in question 1.1 and needing to comply with ECTA, B2C e-com-
merce businesses are also required to comply with the Consumer
Protection Act 68 of 2008 (“CPA”).

The CPA applies to transactions taking place within South
Africa involving the sale of goods and services to consumers.
Consumers include natural and smaller juristic persons whose
turnover is less than R2 million per annum. This means that
there are instances where the CPA also applies to B2B relation-
ships but for the most part it is confined to B2C relationships.
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The CPA heavily regulates transactions between businesses
and consumers. For instance, a supplier must not advertise any
particular goods or services as being available at a specified
price in a manner that may result in consumers being misled or
deceived in any respect relating to the actual availability of those
goods or services from that supplier, at that advertised price.

Consumers also have the following rights under the CPA:

m  the right to opt out of receiving direct marketing
communications;
m  the right to receive information in plain and understand-
able language;
m  the right to cancel any advance booking, reservation or
order for any goods or services to be supplied;
m  the right to have any notice drawn to them that:
m  limits the risk or liability of the supplier or any other
person;
W constitutes an assumption of risk or liability by the
consumer;
B imposes an obligation on the consumer to indemnify
the supplier or any other person for any cause; or
m  be an acknowledgment of any fact by the consumer.

Under the CPA, a supplier must not offer to supply, or enter
into an agreement to supply, any goods or services on terms that
are unfair, unreasonable or unjust, or impose any such terms as
a condition of entering into a transaction. The CPA also heavily
regulates promotional competitions.

Certain provisions in ECTA only apply to B2C e-commerce
and specifically deal with consumer protection. These are
contained in sections 42-49 of ECTA and consumers may lodge
a complaint with the National Consumer Commission against
any supplier who fails to comply with these sections. The
rights contained in these sections apply to an agreement with a
consumer no matter what the governing law of the contract is
and cannot be contracted out of.

Section 43 provides a list of information that a supplier must
provide to consumers on their website. This includes providing
information about security procedures and a privacy policy that
deals with payment, payment security and personal information.

Consumers also have the right to cancel any electronic trans-
action without penalty within seven days after concluding that
transaction or after receiving the goods relating to the contract,
excluding perishables, accommodation, transport and catering.
Consumers can also opt out of receiving unsolicited goods,
services and communications.

ECTA further requires a supplier to perform within 30 days
unless the parties have agreed to an alternative timeline.

ICLG.com
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South Africa

2 DataProtection

2.1 How has the domestic law been developed in your

jurisdiction in the last year?

The right to privacy is guaranteed under section 14 of the
Constitution of the Republic of South Africa. The Protection of
Personal Information Act 4 of 2013 (“POPIA”) is the legislation
that gives effect to this constitutional right.

While some of the provisions of POPIA are in effect, such
as the definitions, the appointment the Information Regulator
and the procedure for making regulations, the substantive
provisions of POPIA are not yet in effect and will only come
into effect on a date to be determined by the President. The
Information Regulator has been appointed and final regulations
have been published. The Information Regulator also requested
the President to sign POPIA into law with effect from 1 April
2020, but due to the current COVID-19 pandemic, this has not
been a priority. However, the commencement date of POPIA is
imminent and is expected to occur in 2020.

Once POPIA comes into full force, responsible parties will be
given a one-year grace period (which may be extended) to comply
with the obligations and requirements of POPIA without facing
penalties for non-compliance.

Despite the substantive provisions of POPIA not being in full
force and effect, the Information Regulator issued its first two
non-binding directives on processing of personal information on
28 January 2019 and 3 April 2020. The first directive was on the
processing of personal information of a voter by a political party
and came into effect the year of South Africa’s national election.

The Information Regulator’s latest directive provides guid-
ance on the processing of personal information in the manage-
ment and containment of the COVID-19 pandemic. Although
not binding, this guidance note provides South Africa with
useful insight how to process personal information relating to
COVID-19. This is valuable and much needed as government
embarks on COVID-19 contact tracing measures and businesses
look at processing its employees and contractors’ temperatures
and other health data relating to their COVID-19 status.

2.2 What privacy challenges are organisations facing

when it comes to fintech, Al and digital health?

When it comes to digital health, organisations are typically
involved in the processing of information about a person’s
health life. Under POPIA, this type of information is classified
as special personal information and organisations are prohib-
ited from processing this information unless their processing
falls into one of the exceptions listed in POPIA. The most rele-
vant of these exceptions is where the persons consent to the
processing. Consequently, digital health organisations need to
ensure that they have proper measures in place to obtain these
persons’ (data subjects’) consent.

Once POPIA is in full force and effect, organisations within
fintech, AT and digital health sectors will also need to ensure
that they put measures in place to be able to respond to data
subject’s requests to obtain, delete and update their personal
information and not retain personal information for longer than
is necessary. This can sometimes pose a technical challenge to
organisations as personal information may be stored in different
places within the organisation and data analytics may have been
designed so to be dependent on personal information that needs
to be destroyed.
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2.3 What support are the Government and privacy
regulators providing to organisations to facilitate the
testing and development of fintech, Al and digital
health?

The Intergovernmental Fintech Working Group (“IFWG”)
released its first Fintech Landscaping Report on 22 January 2020
(“Fintech Report”). The IFWG includes key governmental
bodies within the fintech industry, including the National
Treasury and the South African Reserve Bank.

Due to its findings in the Fintech Report, the IFWG has indi-
cated that it intends to introduce a regulatory sandbox. This
should enable companies to test their fintech products in a
semi-controlled testing environment in collaboration with
the relevant regulator while offering temporary relief to these
companies from full compliance to fintech regulations.

We are not aware of any similar measures being taken in the
digital health or Al sectors at this point in time within South
Africa.

3 Cybersecurity Framework

3.1 Please provide details of any cybersecurity

frameworks applicable to e-commerce businesses.

South Africa has a hybrid approach to cybersecurity regulation.
Cybercrime is regulated through a combination of legislation
and the common law. ECTA criminalises cyber-offences such
as hacking and phishing and provides for penalties such as fines
and imprisonment of up to 12 months.

The Regulation of Interception of Communications and
Provision of Communications-related Information Act 70
of 2002 (“RICA”) regulates and limits the interception and
monitoring of direct and indirect communications. This is
particularly important for any e-commerce business that hosts
their call centres online or records telephone calls or other
correspondence.

POPIA also contains provisions regulating the minimum
cybersecurity safeguards that need to be in place when
processing personal information. Specifically, POPIA requires
that entities take ‘appropriate, reasonable technical and organi-
sational measures to protect personal information’.

Many crimes that take place online are also crimes under the
South African common law such as the crimes of theft, extor-
tion and fraud.

3.2 Please provide details of other cybersecurity

legislation in your jurisdiction, and, if there is any, how is
that enforced?

Apart from ECTA, POPIA and RICA, Parliament is also in
the process of passing a new Cybercrimes Bill [B6 of 2017]
(“Cybercrimes Bill”), which will introduce new cybercrimes
within South Africa and consolidate and codify a number of
existing cybercrimes, as well as regulate the investigation and
prosecution of such offences.

The Cybercrimes Bill was passed by the first parliamen-
tary body, the National Assembly on November 2018. It is
currently undergoing the public participation process within the
second parliamentary body, the National Council of Provinces
(“NCOP”). After the public participation process, the NCOP
will vote on whether or not to pass the Cybercrimes Bill.

Digital Business 2020
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4 Cultural Norms

4.1 What are consumers’ attitudes towards
e-commerce in your jurisdiction? Do consumers

embrace e-commerce and new technologies or does a
more cash-friendly consumer attitude still prevail?

Currently the contribution from e-commerce sales to overall
retail sales is still relatively low and is estimated to be below 2%
of the total annual sales.

However, e-commerce is steadily growing and the current
COVID-19 pandemic is also likely to make more consumers
reliant on e-commerce. There are however certain industries
and sub-industries that already show high consumer affinity
towards e-commerce including the digital health sector and the
e-taxi industry.

4.2 Do any particular payment methods offer any
cultural challenges within your jurisdiction? For

example, is there a debit card culture, a direct debit
culture, a cash on delivery type culture?

Originally e-commerce businesses introduced a credit card
culture for the payment of goods and services. However, the
industry rapidly introduced a variety of different payment
methods including mobile payments such as Snapscan and
cash on delivery. These additional methods were introduced as
a vast number of South Africans do not have credit cards and
even traditional banking facilities so a credit card culture would
greatly hinder digital businesses’ ability to grow.

4.3 Do home state retailer websites/e-commerce

platforms perform better in other jurisdictions? If so,
why?

The vast majority of e-commerce platforms in South Africa
are home state retailers rather than international platforms. A
few reasons for this is because international platforms tend to
have high delivery/shipping costs, need to go through customs
control (and customs duty payable on such imported goods are
typically quite high) and their offerings are typically quoted in
a currency such as United States Dollars or Euros, of which the
exchange rate fluctuations tend to be volatile against the South
African currency.

4.4 Do e-commerce firms in your jurisdiction overcome
language barriers to successfully sell products/services

in other jurisdictions? If so, how and which markets do
they typically target and what languages do e-commerce
platforms support?

Currently cross-border e-commerce transactions from South
Africa are rare as South African e-commerce businesses tend
to focus exclusively on the South African market. One of the
reasons for this are the strict customs and exchange controls
regulations.

South African e-commerce businesses typically only publish
their website content in English and communicate in English.
Thus, these firms are not overcoming any language barriers
that may exist with offering services to non-English speaking
customers.
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4.5 Are there any particular web-interface design
concepts that impact on consumers’ interactivity? For

example, presentation style, imagery, logos, currencies
supported, icons, graphical components, colours,
language, flags, sounds, metaphors, etc.

As many South Africans access websites on their mobile
phones, it is critical that websites interfaces are mobile friendly.
Successful digital businesses also tend to have a simple and easy
to navigate website. Many consumers want websites to have
responsive onsite search functionality.

5 Brand Enforcement Online

5.1 What is the process for online brand enforcement

in your jurisdiction?

Online brand enforcement can be divided into a business’ brand
protection due to its rights at law and brand protection through
contract enforcement.

Atlaw, a business has a number of options to protect its brand.
For instance, South African copyright law protects a closed list
of works, including computer programs, (software) from copy-
right infringement and affords owners of these works certain
exclusive rights. These rights include the right to make an adap-
tion and license the work. Trademarks, particularly registered
trademarks, also enable businesses to protect its brand through
prohibiting others from copying its slogans, logos, business
name and products. Digital businesses also ensure that their
online brand is protected by registering domain names (url) for
their websites. In South Africa, domain names end with co.za.

Digital businesses typically also include additional restrictions
in their terms and conditions that protect their brand and prod-
ucts. For instance, a business may restrict a client to only use the
licensed software for private and non-commercial use.

Digital businesses will typically enforce their brand protec-
tion by sending a letter of demand to parties that are infringing
upon their intellectual property rights and/or violating their
terms and conditions. If an infringing party does not agree
to stop their infringing behaviour then that digital business
may institute court proceedings against the infringing party.
Typical remedies for brand infringement include interdicting
(injuncting) the infringer from committing the infringing act
and awarding damages in favour of a digital business for any
losses and harm suffered.

5.2 Are there any restrictions that have an impact on

online brand enforcement in your jurisdiction?

A big restriction on online brand enforcement is territorial
restrictions.  Digital businesses typically operate through a
website which is accessible anywhere in the world. Thus, it is
possible that a party within a different country may copy that
business’ software or otherwise harm a business’ brand from
abroad.

The South African business may struggle to enforce their
brand and intellectual property rights outside of South Africa
for a number of reasons. One of which may be that the juris-
diction where the infringer is domiciled does not have equiva-
lent intellectual property rights as those contained within South
Africa. Another is that the relevant country may be unwilling to
recognise and enforce a foreign judgment.

ICLG.com
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South Africa

Another common reason is even if a jurisdiction has similar
copyright laws to those afforded under South African law, and/
or would recognise and enforce a South African judgment
against an infringer, it may be too expensive and impractical for
a business to enforce its brand abroad.

6 Data Centres and Cloud Location

6.1 What are the legal considerations and risks in your

jurisdiction when contracting with third party-owned
data centres or cloud providers?

The key legal considerations to be aware of when contracting

with third-party data centres or cloud providers are ensuring

that:

m  they adhere to the data protection requirements set out in
POPIA;

m  they have appropriate data security including encryption
and data recovery mechanisms in place; and

m  the ownership of the data and any data analytics produced
from the business’ data using the cloud services is defini-
tively determined.

6.2 Are there any requirements in your jurisdiction for

servers/data centres to be located in that jurisdiction?

Data centres and servers do not need to be located within South
Africa, but where the data stored on the cloud contains personal
information, this needs to adhere to POPIA.

Section 72 of POPIA limits the instances when a respon-
sible party, i.e. a business, can transfer personal information to
a third party, e.g. cloud provider, outside of South Africa. This
is limited to when:

m  the third party who is the recipient of the information is
subject to a law, binding corporate rules or a binding agree-
ment that provide an adequate level of protection that:

m  cffectively upholds principles for reasonable processing
of the information that are substantially similar to the
conditions for the lawful processing of personal infor-
mation relating to a data subject; and

m include provisions that ate substantially similar to
clause 72;

m  the data subject consents to the transfer;

m  the transfer is necessary for the performance of a contract
between the data subject and responsible party, or for
the implementation of pre-contractual measures taken in
response to the data subject’s request;

m  the transfer is necessary for the performance or conclusion
of a contract concluded in the interest of the data subject
between a third party and the responsible party; or

m  the transfer is for the benefit of the data subject and it is
not reasonably practicable to obtain the consent of the data
subject to that transfer and if it were reasonably practicable
to obtain such consent, the data subject would be likely to
consent.

7 Trade and Customs

7.1 What, if any, are the technologies being adopted
by private enterprises and government border agencies

to digitalise international (cross-border) trade in your
territory?

Private entities are increasingly using technology to overcome

ICLG.com

the challenges consumers may face when engaging in cross-
border transactions, particularly challenges related to cross-
border payments and cross-border logistics.

To this end there is an increase in payment technology inno-
vations, such as companies offering contactless, instant cross-
border payments at fixed, transparent tariffs by utilising a block-
chain network. This serves as an alternative to the traditional
manual and costly cross-border payment.

There has also been innovation in the delivery and logistics
landscape, with one local player offering same-day delivery of
groceries purchased in South Africa to customers in Zimbabwe.
Another local logistics company has piloted last-mile delivery of
goods purchased in South Africa to neighbouring countries such
as Namibia, Botswana, Lesotho and Swaziland. The customer
pre-selects a drop-off point for the delivery, such as a retailer in
a public shopping mall, and the courier delivers the parcel to this
drop-off point whereafter the customer can collect their parcel
on their own time by presenting a unique code.

Early in 2020 the commissioner of South Africa’s tax
authority, the South African Revenue Service, affirmed the
authority’s commitment to “in customs in particular work with
other governments to implement existing memorandums of
understanding that allow for exchange of trade information
to help reconcile their export data with our import data and
address data asymmetries”.

It added that it aims to “deploy artificial intelligence to derive
better insights, highlight relevant risks, ensure more intelligent
responses, and improved outcomes” and that to this end it is
recruiting a chief data scientist and chief technology innovation
officer.

Government agencies such as the tax authority have thus
proclaimed their intention to prioritise technology to facilitate
cross-border transactions; however, no specific technology has
been deployed yet.

7.2 What do you consider are the significant barriers
to successful adoption of digital technologies for trade

facilitation and how might these be addressed going
forwards?

The adoption of digital technology in cross-border trade is
mainly hampered by bureaucracy and legislation which predates
the rise of cross-border e-commerce.

The restrictions imposed by the authorities often make it diffi-
cult and costly for consumers and private entities to engage in
international transactions. South Africa’s Customs and Excise
Act was first promulgated in 1964 and, though various amend-
ments have been made since, it is not well aligned to the current
e-commerce age. The Act places restrictions on the number of
international purchases a South African consumer may engage
in for personal use during one calendar year, as well as the value
of these transactions, and obliges ordinary consumers to register
as importers once they exceed these generally low thresholds.

This discourages consumers from engaging in international
transactions, and in turn limits the growth of private compa-
nies in this sector. Legislative reform is therefore a key step to
improving the use of digital technology in cross-border trade.
The sooner it becomes easier for ordinary consumers to transact
abroad, the sooner private companies can cater to this demand
and innovate to create new technologies for this market.

Digital Business 2020
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8 Tax Treatment for Digital Businesses

8.1 Canyou give a brief description of any tax
incentives of particular relevance to digital businesses

in your jurisdiction? These could include investment
reliefs, research and development credits and/or
beneficial tax rules relating to intellectual property.

A research and development (“R&D”) tax incentive is provided
for in terms of South Africa’s Income Tax Act. The incentive’s
aim is to encourage investment into and the growth of the scien-
tific and technological R&D sector in South Africa. Eligible
companies can claim a 150% deduction in respect of all qualifying
R&D expenditure once approval for the specific R&D project has
been obtained from the Department of Science and Technology.
The initiative is, however, set to end in October 2022 and is there-
fore only applicable in respect of R&D expenditure incurred
before 1 October 2022.

Companies can also take advantage of the tax authority’s
employment tax incentive, which provides tax benefits for
companies employing young and less experienced workers, as
well as the tax benefits related to having their company classi-
fied as a Small Business Corporation.

With regard to South Africa’s value-added tax (“VAT”), i.c.
a goods and service tax, a taxable supply of services relating to
intellectual property rights is zero-rated (i.e. subject to VAT at
the rate of 0%) if, and to the extent that, the rights are for use
outside the Republic.

8.2 What areas or points of tax law do you think
are most likely to lead to disputes between digital

businesses and the tax authorities, either domestically
or cross-border?

One of the most contentious points between digital business and
the local tax authorities is the leveraging of VAT. The current
VAT rate is 15%.

In 2014, the South Africa tax authorities published regula-
tions pursuant to the Value Added Tax Act of 1991, requiring
foreign suppliers of electronic services (e-services) to South
African recipients to register as VAT vendors in South Africa if
they meet certain revenue and other requirements.

With effect from 1 April 2019, revised regulations were
published to prescribe and clarify the e-services supplied by
foreign suppliers to South African consumers which are subject
to VAT. The revised regulations significantly broadened the
scope of what constitutes e-services and the regulations now
to apply to any services supplied by means of an ‘electronic agent’, ‘elec-
tronic communication’ or the ‘internet’ for any consideration. Subject to
certain specific exclusions, the effect of the revised regulations
is that virtually all services that are supplied by way of elec-
tronic means, such as, for example, cloud computing, computer
software and any online services, are now included as ‘e-ser-
vices”. Furthermore, intermediaries who facilitate the supply of
e-services or who provide their platforms to foreign suppliers
for rendering the e-services to South African customers, and
who are responsible for invoicing and collecting payment for
the e-services, are also required the register for VAT in South
Africa. A simplified VAT registration process has been intro-
duced for foreign e-services suppliers.
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9 Employment Law Implications for an
Agile Workforce

9.1 What legal and practical considerations should
businesses take into account when deciding on the best

way of resourcing work in your jurisdiction? In particular,
please comment on the advantages and disadvantages
of the available employment status models.

Businesses should take note that South African employment
contracts are largely regulated by the Basic Conditions of
Employment Act of 1997 and ancillary legislation such as the
Labour Relations Act of 1995 and the Employment Equity Act
of 1998 grant employees additional rights in certain instances.
South Africa has a designated labour court as well as a commis-
sion providing for the conciliation, mediation and arbitration of
labour disputes, free of charge. South African legislation makes
provision for a minimum wage.

Various employment models are utilised, ranging from
permanent, fixed term or part-time employees to independent
contractors. Full-time employees are advantageous in the sense
that they are a dedicated resource; however, full-time employees
can be costly from an on-boarding, recruitment and benefits
provision perspective. Part-time or contract workers may be
more cost-effective; however, an over-reliance on these workers
can be disruptive to business continuity if these workers are
constantly changing. Businesses should note that the Labour
Relations Act of 1995 contains specific provisions on what
constitutes an employee and that the courts have taken action
against employers who treat workers as “Zudependent contractors”
instead of employees in an effort to avoid certain obligations the
employer has towards an employee.

A popular strategy for businesses is to employ full-time
personnel for core, ongoing duties and utilise part-time or
contract workers as and when needed for specific tasks.
Many companies are also outsourcing functionalities such as
accounting, human resources, information systems and advi-
sory services in an effort to cut costs.

9.2 Are there any specific regulations in place in your

jurisdiction relating to carrying out work away from an
organisation’s physical premises?

There are no specific regulations relating to the place of work
generally.  Most employers include a standard term in their
contracts of employment that employees agree to work at a
specific premises or such other location as may be designated by
the employer from time to time.

10 Top ‘Flags’ for Doing Business as a
Digital Business in Different Jurisdictions

10.1 What are the key legal barriers faced by a digital

business operating in your jurisdiction?

One of the biggest legal barriers to digital business within
South Africa is ensuring that digital businesses are appropriately
licensed for the goods and services that they are offering.
ECTA governs most aspects of online business so it is critical
for digital businesses to ensure that they comply with ECTA.
For instance, section 43(1) of ECTA requires a supplier of goods

ICLG.com
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or services by way of an electronic transactions to provide its

consumers with a wide range of information about its business

and offerings on its website including:

m  the business’ details such as its full name, legal status,
physical address, email address and telephone number;

[ description of the goods and services offered; and

m  the business’ return, exchange and refund policy.

A digital business must also be aware of any industry-specific
rules and regulations that apply to it. For instance, a business
offering digital health must ensure that it has considered and
complies with the National Health Act 61 of 2003, the Medicines
and Related Substances Act 101 of 1965, the Medicines and
Related Substances Amendment Act, 14 of 2015 and the Health
Professions Act No. 56 of 1974.

10.2 Are there any notable advantages for a digital

business operating in your jurisdiction?

A notable advantage to digital business operations is a lower
maintenance cost as typically digital businesses need to spend
less on premises because fewer client interactions take place
onsite and data is typically stored on the cloud or on servers
rather than physically.

The COVID-19 pandemic has also demonstrated that digital
businesses are proving to be more adaptable and resilient to
unexpected and rapid changes. For instance, many digital busi-
nesses already had infrastructure in place to allow their staff
to work remotely and continue with their operations almost
completely online or telephonically, subject to any governmental
restrictions.

11 Online Payments

11.1 What regulations, if any, apply to the online

payment sector in your jurisdiction?

The South African Reserve Bank (“SARB”) is mandated
in terms of the South African Reserve Bank Act, 90 of 1989
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(“SARB Act”) to oversee the regulation of the national
payment systems of South Africa (“NPS”). This includes the
regulation and supervision of payment, clearing and settlement
systems, and to ensure the safety and efficiency of the NPS.
The National Payment System Act, 78 of 1998 (“NPS Act”)
mandates the SARB to recognise a payment system manage-
ment body to organise, manage and regulate participants in
the NPS. Currently, the Payments Association of South Africa
(“PASA”) is recognised as the payment system management
body by the SARB.

Banks can process online payments in terms of their banking
licence. Non-banks that are beneficiary service providers or
payment service providers need to obtain a third-party payment
provider (“TPPP”) licence. In order to get a TPPP licence, they
need to enter into a sponsoring arrangement with a registered
South African bank.

Entities that operate as technical service providers (“TSP”)
and process money using electronic means to two or more
petsons to allow such persons to make payments and/or receive
payment from one account to another but do not hold the funds
themselves need to obtain a system operator licence from PASA.

11.2 What are the key legal issues for online payment

providers in your jurisdiction to consider?

A key legal issue is ensuring that the payment provider is appro-
priately licensed for the type of payment processing that it
offers, and it remains appropriately licensed. FEach year the
payment provider is required to pay a renewal fee and ensure
that any conditions accompanying their licence are maintained,
e.g. having a proper disaster recovery plan.

Further as many online payment providers process card
payments of either MasterCard or Visa card, it is critical for
these providers to ensure that they comply with the stringent
card scheme rules and make sure that they are Payment Card
Industry Data System Security (“PCI DSS”) certified.
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At Cliffe Dekker Hofmeyr (CDH), we believe the right partnership can lead
to great things. The partnerships we cherish and value most are those we
have forged through time and experience with our clients and, of course,
our people. We are a full-service law firm — one of the largest business
law firms in South Africa, with more than 350 lawyers and a track record
spanning 165 years. We are able to provide experienced legal support and
an authentic knowledge-based and cost-effective legal service for clients
looking to do business in key markets across Africa.

Our Africa practice brings together the resources and expertise of leading
business law firms across the continent that have direct experience acting
for governments, state agencies and multinational organisations. This
combined experience across the continent produces an extensive African
capability. We also partner with other professional disciplines, such as
audit, business consulting or corporate finance disciplines, to provide a
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seamless and integrated solution for projects that have a multi-disciplinary
dimension. We focus on a number of key sectors which are active and
thriving in Africa, including M&As, mining and minerals, telecommunica-
tions, energy, oil and gas, banking and finance, projects and infrastructure,
hospitality and leisure and arbitration.

www.cliffedekkerhofmeyr.com
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