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COVID-19 
Working remotely: isn’t there a risk?

Certainly, the panic around COVID-19 will have cyber 
criminals licking their lips as more and more employees 
work from outside their usual office environment. 
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Working remotely: isn’t there a risk?
Certainly, the panic around COVID-19 

will have cyber criminals licking their lips 

as more and more employees work from 

outside their usual office environment. 

Some IT environments are designed to 

cope with that kind of scenario, are very 

secure, with two-stage authentication 

including passwords that require change 

regularly, encryption and 24/7 monitoring. 

But that is not the norm. Where your 

service providers are handling your sensitive 

information, it is certainly prudent to check 

whether that information is secure both 

within that service provider’s ordinary 

environment but particularly where 

people are accessing and processing 

your information remotely. With IT 

structures facing unexpected pressure, 

your enquiries should also include the 

backup arrangements employed by the 

service provider.

Where you are the service provider, it is self-

evident that you must comply with your 

contractual obligations. Moreover when 

handling electronic information (especially 

personal information) and communicating 

electronically, you must act reasonably. 

Allowing external access to your systems 

without sufficient security by employees 

working from home is probably not what a 

reasonable business person would do and 

that could create an opportunity for cyber 

criminals. Where you act unreasonably and 

third parties suffer a loss as a result, you will 

be exposed to claims for damages.

Where you act 
unreasonably and third 
parties suffer a loss as a 
result, you will be exposed 
to claims for damages.

CDH is a Level 1 BEE contributor – our clients will benefit by virtue of the recognition of 
135% of their legal services spend with our firm for purposes of their own BEE scorecards.
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CLICK HERE to access the course registration 
details and fees, presenter profiles, course 
content and programme.

PROTECTION OF INVESTMENT IN AFRICA
20–22 April 2020

Presented by the Faculty of Law, University of Pretoria in  
collaboration with Cliffe Dekker Hofmeyr (CDH).

The Protection of Investment in Africa is a first-of-its-kind executive short course, specifically 
focused on unpacking the fundamentals of investment protection in Africa. 

The course, presented by leading national and international experts, is aimed at analysing 
a unique and holistic blend of theoretical and practical investment considerations 
for host governments and investors on the continent. Comprehensive discussions 
on international investment law principles, protection standards under 
investment treaties/agreements against expropriation or nationalisation, as 
well as the recourse available to investors or host governments in terms of 
Investor State Dispute Settlement, will provide attendees with a detailed 
understanding of contemporary legal and policy challenges related to 
investments.

In order to allow for a flexible and accommodating schedule, 
the course will be delivered through a hybrid teaching model, 
incorporating a combination of both online content and a 
three-day contact session.

CDH HAS BECOME THE EXCLUSIVE MEMBER FIRM IN AFRICA FOR THE: 

Insuralex Global Insurance Lawyers Group 
(the world’s leading insurance and reinsurance law firm network). 

CLICK HERE TO READ MORE

GLOBAL INSURANCE 
LAWYERS GROUP

CHAMBERS GLOBAL 2017 - 2020 ranked our Dispute Resolution practice in Band 1: Dispute Resolution.

CHAMBERS GLOBAL 2018 - 2020 ranked our Dispute Resolution practice in Band 2: Insurance. 

CHAMBERS GLOBAL 2020 ranked our Public Procurement sector in Band 2: Public Procurement.

CHAMBERS GLOBAL 2017 - 2020 ranked our Dispute Resolution practice in Band 2: Restructuring/Insolvency.

CHAMBERS GLOBAL 2020 ranked our Corporate Investigations sector in Band 3: Corporate Investigations.

Tim Fletcher ranked by CHAMBERS GLOBAL 2019 - 2020 in Band 3: Dispute Resolution.

Pieter Conradie ranked by CHAMBERS GLOBAL 2019 - 2020 as Senior Statespeople: Dispute Resolution.

Julian Jones ranked by CHAMBERS GLOBAL 2017 - 2020 in Band 3: Restructuring/Insolvency.

Tobie Jordaan ranked by CHAMBERS GLOBAL 2020 as an up and coming Restructuring/Insolvency lawyer.

Jonathan Witts-Hewinson ranked by CHAMBERS GLOBAL 2017 - 2020 in Band 2: Dispute Resolution.

Willie van Wyk ranked by CHAMBERS GLOBAL 2020 in Band 3: Insurance.

POSTPONED UNTIL 

FURTHER NOTICE

Please note that we will reschedule the event.  

A new date will be announced in due course. 
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BBBEE STATUS: LEVEL ONE CONTRIBUTOR

Cliffe Dekker Hofmeyr is very pleased to have achieved a Level 1 BBBEE verification under the new BBBEE Codes of Good Practice. Our BBBEE verification is 

one of several components of our transformation strategy and we continue to seek ways of improving it in a meaningful manner.

This information is published for general information purposes and is not intended to constitute legal advice. Specialist legal advice should always be sought in 

relation to any particular situation. Cliffe Dekker Hofmeyr will accept no responsibility for any actions taken or not taken on the basis of this publication.

JOHANNESBURG

1 Protea Place, Sandton, Johannesburg, 2196. Private Bag X40, Benmore, 2010, South Africa. Dx 154 Randburg and Dx 42 Johannesburg.

T +27 (0)11 562 1000  F +27 (0)11 562 1111  E jhb@cdhlegal.com

CAPE TOWN

11 Buitengracht Street, Cape Town, 8001. PO Box 695, Cape Town, 8000, South Africa. Dx 5 Cape Town.

T +27 (0)21 481 6300  F +27 (0)21 481 6388  E ctn@cdhlegal.com

STELLENBOSCH 

14 Louw Street, Stellenbosch Central, Stellenbosch, 7600. 

T  +27 (0)21 481 6400   E  cdhstellenbosch@cdhlegal.com
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