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ISSU E of the information regulator in terms
of POPI

The Protection of Personal Information Act 4 of 2013,
(POPI) came into force on 1 July 2020. Although
corporations are provided with a one-year grace period
in which to ensure compliance with POPI, it is crucial
to understand the wide and far reaching investigation
and enforcement afforded to the Information
Regulator by POPI.
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DISPUTE RESOLUTION

The purpose of the
Regulator is to ensure
that the rights as provided
in POPI are respected,
promoted, enforced

and fulfilled.
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Beware of the wide investigative
powers and enforcement powers

of the information regulator in

terms of POPI

The Protection of Personal Information
Act 4 of 2013, (POPI) came into force

on 1 July 2020. Although corporations
are provided with a one-year grace period
in which to ensure compliance with

POPI, it is crucial to understand the

wide and far reaching investigation

and enforcement afforded to the
Information Regulator by POPI.

Section 39 of POPI makes provision for the
establishment of the Information Regulator
(Regulator). The purpose of the Regulator
is to ensure that the rights as provided in
POPI are respected, promoted, enforced
and fulfilled.

The Regulator is an independent body
and is subject only to the Constitution and
to the law. It is required to be impartial
and perform its functions and exercise its
powers without fear, favour or prejudice
and is accountable to the National
Assembly. It is however essential that

the Regulator exercises its powers and
perform its functions in accordance with
POPI and the Promotion of Access to
Information Act 2 of 2000.

CDH’'S COVID-19

The Regulator may, by notice in the
Gazette, grant an exemption to a
responsible party to process personal
information, even if that processing is in
breach of a condition for the processing
of such information, or any measure
that gives effect to such condition, if the
Regulator is satisfied that:

e the public interest in the processing
outweighs, to a substantial degree,
any interference with the privacy of
the data subject that could result from
such processing; or

e the processing involves a clear benefit
to the data subject or a third party that
outweighs, to a substantial degree, any
interference with the privacy of the
data subject or third party that could
result from such processing.

One of the important duties and functions
of the Regulator, as set out in section 40
of POPI, is the receipt and handling of
complaints relating to non-compliance
with the provisions of POPI.
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DISPUTE RESOLUTION

The Regulator has wide
investigative powers

for the purposes of
investigating a complaint.
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Beware of the wide investigative

powers and enforcement powers of
the information regulator in terms of
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The Regulator is tasked with receiving and
investigating complaints about alleged
violations of the protection of personal
information of data subjects and reporting
to complainants in respect of such
complaints. The Regulator needs to gather
information which, in its opinion, will assist
the Regulator in discharging the duties
and functions assigned to it under POPI. A
further duty of the Regulator is attempting
to resolve complaints by means of dispute
resolution mechanisms such as mediation
and conciliation and serving any notices

in terms of POPI and promoting the
resolution of disputes in accordance with
the principles of POPI.

In terms of section 74 of POPI any person
may submit a complaint to the Regulator,
alleging inter alia, non-compliance by a
responsible person of any of the provisions
of POPI, or any code of conduct published
by the Regulator in terms of POPI. POPI
requires that such complaints be made

in writing and should an aggrieved party
experience any difficulties complying with
this condition, the Regulator is responsible
to assist such party to put the complaint

in writing.

Upon receipt of a complaint, the Regulator
may conduct a pre-investigation, act as
conciliator, decide to take no action on
the complaint or require no further action
in respect of the complaint, conduct a full
investigation of the complaint or refer the
complaint to the Enforcement Committee.

The Regulator is obliged, as soon as is
reasonably practicable, to advise the
complainant and the responsible party to
whom the complaint relates of the course

of action that the Regulator proposes

to adopt. Importantly the Regulator
must inform the responsible person

to whom the complaint relates of its
right to make written submission to the
Regulator responding to the complaint. It
must also be noted that there is nothing
preventing the Regulator from launching
an investigation on its own initiative if it
suspects that the aim of the Act is not
complied with.

If the Regulator makes the decision to
not take action, the complainant needs
to be notified of such decision and
furnished with reasons. The Regulator
may further refer a complaint to another
more suitable regulatory body such as
bodies dealing with the National Credit
Act or the Consumer Protection Act if the
circumstances deem such referral better
suitable to the nature of the complaint.

The Regulator has wide investigative
powers for the purposes of investigating a
complaint. The Regulator may:

1) summon and enforce the appearance
of persons before the Regulator and
compel them to give oral or written
evidence on oath and to produce any
records and things that the Regulator
considers necessary to investigate
the complaint;

2) administer oaths;

3) receive and accept any evidence and
other information, whether on oath,
by affidavit or otherwise, that the
Regulator sees fit, whether or not it
is or would be admissible in a court
of law;
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DISPUTE RESOLUTION

After the investigation

has been completed, the
Reqgulator may decide

not to take any action or
refer the complaint to the
Enforcement Committee to
consider, make a finding and
a recommendation in respect
of the proposed action to be
taken by the Regulator.

4 | DISPUTE RESOLUTION ALERT 11 August 2020

Beware of the wide investigative

powers and enforcement powers of
the information regulator in terms of

PO Pl...continued

4) atany reasonable time enter and
search any premises occupied by a
responsible party;

5) conduct a private interview with any
person in any premises, subject to
certain provisions; and

6) otherwise carry out in those premises
any inquiries that the Regulator sees fit.

The Regulator may only enter a premises
with a warrant issued by a judge or a
magistrate, if satisfied by information on
oath supplied by the Regulator that certain
reasonable grounds exist. It is however
crucial to note that a judge or magistrate

must not issue a warrant unless satisfied that:

1) the Regulator has given seven days’
notice in writing to the occupier of the
premises in question demanding access
to the premises; and

2) such access was demanded at a
reasonable hour and was unreasonably
refused; or

3) although entry to the premises was
granted, the occupier unreasonably
refused to comply with a request by any
of the Regulators’ members or staff to
permit the members or the members of
staff to do any of the things permitted in
terms of the Act; and

4) that the occupier has, after the refusal,
been notified by the Regulator of the
application for the warrant and has had
an opportunity of being heard on the
question whether the warrant should
be issued.

However, if the judge or magistrate is
satisfied that the case is one of urgency
or that compliance with the aforesaid

requirements would defeat the object of
the entry, there may be deviation from
certain requirements.

After the investigation has been completed,
the Regulator may decide not to take

any action or refer the complaint to the
Enforcement Committee to consider, make
a finding and a recommendation in respect
of the proposed action to be taken by

the Regulator.

After receipt of the Enforcement
Committee’'s recommendations, the
Regulator must issue the responsible
party with an Enforcement Notice setting
out specific steps to be taken or to stop
processing personal information.

Both a responsible party and complainant
are afforded a right to appeal against any
decision of the Regulator.

A responsible party on whom an
Enforcement Notice has been served may,
within 30 days of receiving the notice, appeal
to the High Court having jurisdiction for the
setting aside or variation of the notice.

A complainant, who has been informed of
the result of the investigation conducted,
may also, within 180 days of receiving the
result, appeal to the High Court having
jurisdiction against the result, if no action
was taken or an Enforcement Notice

was cancelled.

A data subject or, at the request of the data
subject, the Regulator, may furthermore
institute a civil action for damages in a court
having jurisdiction against a responsible
party for breach of any provision of

this Act.
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It is therefore essential not
only that data subjects are
aware of their rights and
remedies but that responsible
parties are informed regarding
what the legislation requires
for lawful processing of
personal information.

CDH's Dispute Resolution practice is ranked as a Top-Tier firm in THE LEGAL 500 EMEA 2020.
Tim Fletcher is ranked as a Leading Individual in Dispute Resolution in THE LEGAL 500 EMEA 2020.

Beware of the wide investigative

powers and enforcement powers of
the information regulator in terms of

PO Pl...continued

Non-compliance with certain provisions
of POPI constitute criminal offences

for instance obstructing the functions
of the Regulators or non-compliance
with any Enforcement Notice received.
These criminal offences carry a fine,

imprisonment of between 1 and 10 years,

or both a fine and imprisonment.

POPI also makes provisions for the
Regulator imposing an administrative
penalty, in lieu of criminal charges being
proffered for up to R10 million.

Itis clear from the brief overview of the
scope of functions, duties and powers
discussed that the Regulator and its
accompanying Enforcement Committee
will play a pivotal role in data protection,
compliance with the Act, investigating

Eugene Bester is recommended in Dispute Resolution in THE LEGAL 500 EMEA 2020.
Joe Whittle is recommended in Construction in TTHE LEGAL 500 EMEA 2020.

Jonathan Witts-Hewinson is recommended in Dispute Resolution in THE LEGAL 500 EMEA 2020.
Pieter Conradie is recommended in Dispute Resolution in THE LEGAL 500 EMEA 2020.

Rishaban Moodley is recommended in Dispute Resolution in THE LEGAL 500 EMEA 2020.
Timothy Baker is recommended in Dispute Resolution and Construction in THE LEGAL 500 EMEA 2020.

Kgosi Nkaiseng is ranked as a Next Generation Partner in THE LEGAL 500 EMEA 2020.
Tim Smit is ranked as a Next Generation Partner in THE LEGAL 500 EMEA 2020.
Gareth Howard is ranked as a Rising Star in THE LEGAL 500 EMEA 2020.

Siviwe Mcetywa is ranked as a Rising Star in THE LEGAL 500 EMEA 2020.
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complaints and ensuring enforcement
of the legislation in data processing in
South Africa. It is therefore essential not
only that data subjects are aware of their
rights and remedies but that responsible
parties are informed regarding what the
legislation requires for lawful processing
of personal information.

This Act is still new to our law, and it is
important that responsible parties, like
companies, are aware of their duties and
comply with their legislative obligations in
order to protect the rights of data subjects
and ensure they remain compliant and to
seek legal advice and assistance as soon
as the Regulator comes knocking on

their doors.

Lucinde Rhoodie, Ngeti Dlamini
and Simone Nel
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CHAMBERS GLOBAL 2017 - 2020 ranked our Dispute Resolution practice in Band 1: Dispute Resolution.

CHAMBERS GLOBAL 2018 - 2020 ranked our Dispute Resolution practice in Band 2: Insurance.

CHAMBERS GLOBAL 2020 ranked our Public Procurement sector in Band 2: Public Procurement.

CHAMBERS GLOBAL 2017 - 2020 ranked our Dispute Resolution practice in Band 2: Restructuring/Insolvency.

CHAMBERS GLOBAL 2020 ranked our Corporate Investigations sector in Band 3: Corporate Investigations.

Tim Fletcher ranked by CHAMBERS GLOBAL 2019 - 2020 in Band 3: Dispute Resolution.

Pieter Conradie ranked by CHAMBERS GLOBAL 2019 - 2020 as Senior Statespeople: Dispute Resolution.

Tobie Jordaan ranked by CHAMBERS GLOBAL 2020 as an up and coming Restructuring/Insolvency lawyer.

Jonathan Witts-Hewinson ranked by CHAMBERS GLOBAL 2017 - 2020 in Band 2: Dispute Resolution.
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BAND 2

Public Procurement

DeclMakers
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THE LEGAL DEALMAKER OF
THE DECADE BY DEAL FLOW

M&A Legal DealMakers of the
Decade by Deal Flow: 2010-2019.

2019 1* by BEE M&A Deal Flow.
2019 1* by General Corporate
Finance Deal Flow.

2019 2" by M&A Deal Value.
2019 2™ by M&A Deal Flow. /

/

CDH IS THE EXCLUSIVE MEMBER FIRM IN AFRICA FOR THE:
Insuralex Global Insurance Lawyers Group

(the world's leading insurance and reinsurance law firm network).

CLICK HERE TO READ MORE
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https://www.cliffedekkerhofmeyr.com/en/news/press-releases/2019/Dispute/Insuralex-chooses-Cliffe-Dekker-Hofmeyr-CDH-as-its-exclusive-member-in-South-Africa.html

OUR TEAM

For more information about our Dispute Resolution practice and services, please contact:

Tim Fletcher

National Practice Head
Director

T +27(0)11 562 1061

E tim.fletcher@cdhlegal.com

Thabile Fuhrmann

Chairperson

Director

T +27(0)11 562 1331

E thabile.fuhrmann@cdhlegal.com

Timothy Baker

Director

T +27(0)214816308

E timothy.baker@cdhlegal.com

Eugene Bester

Director

T +27(0)11562 1173

E eugene.bester@cdhlegal.com

Jackwell Feris

Director

T +27(0)11562 1825

E jackwell.feris@cdhlegal.com

Anja Hofmeyr

Director

T +27(0)11562 1129

E anja.hofmeyr@cdhlegal.com

Tobie Jordaan

Director

T +27(0)11562 1356

E tobiejordaan@cdhlegal.com

Corné Lewis

Director

T +27(0)11562 1042

E corne.lewis@cdhlegal.com

Richard Marcus

Director

T +27(0)21 481 6396

E richard.marcus@cdhlegal.com

Burton Meyer

Director

T +27(0)11562 1056

E burton.meyer@cdhlegal.com

Rishaban Moodley

Director

T +27(0)11 562 1666

E rishaban.moodley@cdhlegal.com

Mongezi Mpahlwa

Director

T +27(0)11562 1476

E mongezi.mpahlwa@cdhlegal.com

Kgosi Nkaiseng

Director

T +27(0)11 562 1864

E kgosi.nkaiseng@cdhlegal.com

Byron O’Connor

Director

T +27(0)11 562 1140

E byron.oconnor@cdhlegal.com

Lucinde Rhoodie

Director

T +27(0)21 405 6080

E lucinde.rhoodie@cdhlegal.com

Belinda Scriba

Director

T +27(0)21 405 6139

E belinda.scriba@cdhlegal.com

Tim Smit

Director

T +27(0)11562 1085

E tim.smit@cdhlegal.com

Joe Whittle

Director

T +27(0)11562 1138

E joewhittle@cdhlegal.com

Roy Barendse

Executive Consultant

T +27(0)21 405 6177

E roy.barendse@cdhlegal.com

Pieter Conradie

Executive Consultant

T +27(0)11562 1071

E pieter.conradie@cdhlegal.com

Nick Muller

Executive Consultant

T +27(0)21 4816385

E nick.muller@cdhlegal.com

Jonathan Witts-Hewinson
Executive Consultant

T +27(0)11 562 1146

E witts@cdhlegal.com

BBBEE STATUS: LEVEL TWO CONTRIBUTOR
Our BBBEE verification is one of several components of our transformation strategy and we continue to seek ways of improving it in a meaningful manner.

PLEASE NOTE
This information is published for general information purposes and is not intended to constitute legal advice. Specialist legal advice should always be sought in
relation to any particular situation. Cliffe Dekker Hofmeyr will accept no responsibility for any actions taken or not taken on the basis of this publication.

JOHANNESBURG
1 Protea Place, Sandton, Johannesburg, 2196. Private Bag X40, Benmore, 2010, South Africa. Dx 154 Randburg and Dx 42 Johannesburg.
T +27 (0)11 562 1000 F +27 (0)11 562 1111 E jhb@cdhlegal.com

CAPE TOWN
11 Buitengracht Street, Cape Town, 8001. PO Box 695, Cape Town, 8000, South Africa. Dx 5 Cape Town.
T +27 (0)21 481 6300 F +27 (0)21 481 6388 E ctn@cdhlegal.com

STELLENBOSCH
14 Louw Street, Stellenbosch Central, Stellenbosch, 7600.
T +27(0)21 481 6400 E cdhstellenbosch@cdhlegal.com
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