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POPI and consent - don't get
caught in your own net

2020 has given rise to many challenges for
employers. The Protection of Personal Information
Act 4 of 2013 (POPI) poses yet another challenge.
Employers have a grace period of one year

as of 1 July 2020 within which to ensure their
compliance with POPI.
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POPI distinguishes between
the collection, storage and
processing of personal
information and special
person information.
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IN your own net

2020 has given rise to many challenges
for employers. The Protection of
Personal Information Act 4 of 2013
(POPI) poses yet another challenge.
Employers have a grace period of one
year as of 1 July 2020 within which to
ensure their compliance with POPI.

POPI distinguishes between the
collection, storage and processing of
personal information and special person
information. Special personal information
includes e.g. an employee’s race or
ethnic origin, health or sex life, religious
or philosophical beliefs and trade union
membership. Securing an employee’s
consent is one of the basis on which

an employer can lawfully process both
general and special personal information
of its employees.

It is crucial for employers to understand
the meaning and interpretation of

consent within the context of POPI. While
employers may hope for a "quick fix" to
ensure compliance and trust that including
a broad, “catch all” consent in employees’
contracts of employment will be suffice

— this may not prove to be adequate in
every instance. A general consent may be
sufficient to cover some of the personal

/

in the virtual world of work.

POPI and consent - don't get caught

information that will be processed during
the course of an employee’s employment,
however employers should be aware of
the risks associated with relying on blanket
consents in every instance.

Section 1 of POPI defines consent as

“any voluntary, specific and informed
expression of will in terms of which
permission if given for the processing of
personal information”. Written consent

is not expressly required. However, it

will be for the employer in its capacity

as responsible party to show that it has
secured an employee’s consent where it is
relying on consent. In the circumstances it
is advisable for employees’ written consent
to be secured.

The requirement that consent be
voluntary, specific and informed means
that there should not be any pressure or
force placed on an employee to consent.
The employee should also be sufficiently
aware of the content of the processing
given the requirement that the consent
is informed.

The Information Regulator has yet to give
guidance on the interpretation of consent
in terms of POP. In all likelihood it will have
regard to the General Data Protection

These times of uncertainty have altered the workplace and have
accelerated a changing work order. Technology has not only enabled
remote work but has also introduced new forms of sexual harassment

Our Employment Law practice offers you and your employees a virtual
learning experience in the form of an e-learning module on how to
identify sexual harassment and what to do should it occur.

CLICK HERE FOR MORE INFORMATION @D /

Ch

CLIFFE DEKKER HOFMEYR


https://www.cliffedekkerhofmeyr.com/export/sites/cdh/en/practice-areas/downloads/A-Better-Place-to-Work-eLearning-Leaflet.pdf

A determination is made

as to whether there is a
“legitimate interest” for the
purposes of processing
personal information based
on the answers to these
three questions.
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Regulation 2016/679 (GDPR) which
requires that the consent is unambiguous
and must be given by a clear affirmative
act. It may well be that the Information
Regulator interprets consent restrictively in
keeping with the GDPR.

In the circumstances clauses relating to
the processing of personal information

in employees’ contracts of employment
which are aimed at securing employees’
consent to the processing, should at
minimum set out the nature and scope
of the personal information that is to be
processed, the reason for the processing,
consent to further processing, consent to
collection from a source other than the
employee and consent to the transfer of
the information. The employees must be
able to understand in clear language what
they are consenting and the extent of

the consent. Where necessary provisions
should also be made specifically for the

processing of special personal information.

Employers should bear in mind that

POPI does not demand consent in every
instance and that processing may take
place without consent where e.g. the
processing is required in terms of law, or
for the purposes of protecting a legitimate
interest of the employee.

Employers will need to determine on a
case by case basis whether the processing
which they wish to conduct falls within the
scope of the consent which they may have
secured from an employee in his or her
contract of employment or whether they
will need to rely on one of the other basis
set out in POPI.

Both special and general personal
information may be processed lawfully
if the processing is necessary for the
“establishment, exercise or defence

of a right or obligation in law". This

POPI and consent - don't get caught in
your own net..continued

would cover instances where e.g. an
employer processes employees’ personal
information to comply with its obligations
under the Employment Equity Act.

An employer can process general personal
information without an employee’s
consent where such processing either
protects a legitimate interest of the
employee, or is “necessary for pursuing the
legitimate interest of the responsible party
or of a third party to whom it is supplied”.
While the term “legitimate interest” is

not defined in POPI, it is likely that the
Information Regulator will seek guidance
from the GDPR in this regard. The GDPR
has established a three-pronged test in
interpreting “legitimate interest” which
considers purpose, necessity, and balance.
It first asks, “Is there a legitimate reason or
purpose for the processions?”, secondly “Is
processing the information necessary for
that purpose” and thirdly “Is the legitimate
interest overridden by the interests of the
data subject?”

A determination is made as to whether
there is a "legitimate interest” for the
purposes of processing personal
information based on the answers to these
three questions.

So as not to fall foul of the provisions of
POPI it is recommended that employers
develop internal policies that will assist
them in determining whether in each
instance, personal information to be
processed is covered by the general
consent clause in an employee’s contract
of employment alternatively, by one of the
other basis for lawful processing. In the
absence thereof, the employer will need to
prepare and secure a further consent from
the employee.

Gillian Lumb and Kara Meiring
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COVID-19 WORKPLACE HEALTH AND
SAFETY ONLINE COMPLIANCE TRAINING
Information. Education. Training.

We have developed a bespoke elearning product for use on your
learning management system, that will help you strengthen your

workplace health and safety measures and achieve your statutory
obligations in the face of the COVID-19 pandemic.

To purchase or for more information contact OHSonlinetool@cdhlegal.com.

Our Employment practice is ranked as a Top-Tier firm in THE LEGAL 500 EMEA 2020. y

Fiona Leppan is ranked as a Leading Individual in Employment in THE LEGAL 500 EMEA 2020. > b
Aadil Patel is recommended in Employment in THE LEGAL 500 EMEA 2020. W

Gillian Lumb is recommended in Employment in THE LEGAL 500 EMEA 2020. IJEGAL

Hugo Pienaar is recommended in Employment in THE LEGAL 500 EMEA 2020. 5

Michael Yeates is recommended in Employment in THE LEGAL 500 EMEA 2020. 00

Jose Jorge is recommended in Employment in THE LEGAL 500 EMEA 2020. EMEA

Imraan Mahomed is recommended in Employment in THE LEGAL 500 EMEA 2020.

CHAMBERS GLOBAL 2014 - 2020 ranked our Employment practice in Band 2: Employment.

Aadil Patel ranked by CHAMBERS GLOBAL 2015 - 2020 in Band 2: Employment.

Fiona Leppan ranked by CHAMBERS GLOBAL 2018 - 2020 in Band 2: Employment.

Gillian Lumb ranked by CHAMBERS GLOBAL 2020 in Band 3: Employment. TOP RANKED
Imraan Mahomed ranked by CHAMBERS GLOBAL 2020 in Band 3: Employment. \‘ Chambers 'l
% GLOBAL &
Hugo Pienaar ranked by CHAMBERS GLOBAL 2014 - 2020 in Band 2: Employment. .‘, 2()2().‘.

Michael Yeates ranked by CHAMBERS GLOBAL 2020 as an up and coming employment lawyer.

”;V‘f 7RETRENCHMENT GUIDELINE

@D CLICK HERE for the latest thought leadership and explanation
of the legal position in relation to retrenchments, temporary
2 4 layoffs, short time and retrenchments in the context of

business rescue.
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CDH'’S EMPLOYMENT LAW PRACTICE
CONTINUES TO BLAZE ITS TRAIL,
expanding on its strong offering to clients
by attracting a new suite of esteemed
employment law experts to the team.

CLICK HERE for further detail regarding @
each expert and their areas of expertise. @
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Our BBBEE verification is one of several components of our transformation strategy and we continue to seek ways of improving it in a meaningful manner.
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This information is published for general information purposes and is not intended to constitute legal advice. Specialist legal advice should always be sought in
relation to any particular situation. Cliffe Dekker Hofmeyr will accept no responsibility for any actions taken or not taken on the basis of this publication.
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