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An invesfigative report was recently released by DigBoston (a free, alternative newsweekly published in Boston,
Massachusetts) in respect of a new eventmonitoring facial recognition surveillance system used by the City of Bosfon
(City] as part of a pilot project during two public music events held in May and September 2013. The City used
this system to frack and monitor concert goers, without their knowledge. Utilising existing security cameras together
with the system, the City tracked the thousands of concert goers and filtered their appearance (with the system being
capable of distinguishing people by characteristics such as glasses, skin tone and beards) info data points which
could then be cross-checked against certain identifying characteristics. The data captured through the software was
fransmitted to a hub, where, according fo the report, city representatives, Boston Police and the software service
provider support sfaff could waich, in real time, everything and anything whilst simultaneously monitoring social

media key words related fo the event.

According fo the report, although the purpose of

using the sysfem was fo enable the City fo pick up on
'suspicious activity' [for example alerting the authorities
when: (a) a person loiters near a doorway (as if rying
fo gain enfrance), or [b) a person climbs a perimeter
barricade/s; or (c) an abandoned object is found or
left near barricade/s), it seems that the system was able
and planned fo be used fo capiure the face of every
person who approached the door. The system, and
particularly the extent to which it can and was used,
while useful in certain respects, raises certain privacy
concerns, as was highlighted in the report.

When considering this in the South African context,
regard must be had to the Protection of Personal
Information Act, 4 of 2013 (POPI), a South African
legislative inifiative designed to give effect to the right
to privacy enshrined in section 14 of the Constitution
and to provide for comprehensive and robust South
Alrican dafa profection laws. POPI prohibits the
processing of personal information, unless it is carried
out in accordance with the principles set out in POPI,
including, amongst others, that there must be a level
of awareness among data subjects of the collection of
their personal information and the reasons or purpose
therefor. POPI defines both 'processing' and 'personal

information' extremely widely, with ‘personal information'’
being defined fo include biometric information. It is
clear from the definitions of 'personal information’ and
'processing’ in POPI that biometric verification will
constitute ‘processing’ of ‘personal information’. As such
compliance with the conditions for lawful processing of
personal information, as set out in POPI, are likely to be
required when using fechnologies such as the system
used by the City.

A responsible party using verification and monitoring

technologies will need to ensure that if, amongst others,

and with due regard to the exceptions under POPI

(including where, for example, processing is required for

the proper performance of a public law duty by a public
ody such as the SAPS): (i) uses personal information

for the purpose of which it was collected; [ii) obtains

consent from affected persons (data subjects); and

(iii) secures the personal information adequately.

In addition fo the protections afforded by POPI, the
South African Consfitution recognises the right fo privacy
of each individual (which includes the right fo be free
from intrusions and interference in one's personal life).
South African courts have, however, also recognised that
this right is not absolute as the scope of personal privacy

continved



is considered to diminish when a person enters into protections. It is clear that, under POPI, transparency

communal relations and activities involving business and  fowards data subjects is key.

social interactions. This notwithstanding, it is imperative
that any person processing personal information,

be cognisant and aware of the provisions under

POPI together with Constitutional considerations and
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